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business partners, etc.) to adhere to the Policy and jointly protect information and privacy

security. The Policy is applicable simultaneously to all business activities of the

Company such as mergey
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information security and confidentiality issues. Mr. Chen Kangping1, the director of

the Company, serves as the top responsible person. The highest decision-making

level of the Committee is composed of the CXO and the heads of various business

systems. Among them, the CIO is the main responsible person, responsible for the

overall management and supervision of the implementation process of the

information security and confidentiality strategy. The management support level is

represented by the Information Security and Confidentiality Working Group, which

is composed of the CEO Office and the Information Technology System. The

execution level is composed of the heads of various systems and departments as well

as the information security interface personnel. The supervision and participation

level is composed of the entire employees. These levels work in close coordination

to ensure that information security and confidentiality management responsibilities

are effectively reinforced at every level.

 Improving the information security management system construction: The

Company commits to
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 Information security management system audit: The Company conducts internal

information security audits covering all business scopes every year. Additionally,

the Company invites third-party institutions to audit the security of IT-related

systems and infrastructures yearly, and also invites professional evaluation

institutions to conduct special audits for National Cybersecurity Level Protection

yearly. The Company enhances its information security management system

construction by referring to ISO 27001 Information Security Management Systems

and commits to achieving a 100% coverage rate of third-party certification of the

ISO 27001 Information Security Management Systems for core systems by the end

of 2025.

 Information security risk management: The Company responsibly manages

confidential information and commits to achieving a 100% coverage rate of

cybersecurity risk assessment and core data leakage risk assessment by the end of

2025. Meanwhile, the Company has been constantly establishing and improving the

vulnerability analysis mechanism. According to the processes of "identification and

collection, priority ranking, repair and verification, and closed-loop management",

the Company systematically identifies potential security flaws in the information

system and forms a continuous improvement system of "identification - assessment -

repair - verification" to build an active defense security barrier for the organization.

The Company requires that all systems undergo penetration testing and vulnerability

scanning before launching, including simulated hacking tests, etc., to ensure that

there are no medium-to-high-level security risks. Server vulnerabilities are scanned

every six months, with mandatory remediation within a set timeframe. For systems

undergoing significant changes, penetration tests are conducted 1-2 times per year

on average, based on their importance.

 Preventing unau

ia␀� �V�H�L�D$�)�R�D$�U�L�O �U�D$�R�D$�X�P���

�7 �K �H Company

�L ��° �� �V �P �V �W �V

�D �W 
 �R �X �V

�W �S �U �H

�F �R Sh �H �V ��

�L

�V �U �H �V

�W �R

�U �H �W �I �L�€ �Q �W

�W �K �H

�O � �Q � �L �R �U�� �H �G

�H �T �D �W �L �R �Q

�) �R �U�K � �V �H �L �W�R �I

�S �U �H

�G �D �W �D

�D �Q �G

�H �Q �V �X �U �H

�W �K �H

�V �H �F �X �U �L �W �\

�R �I

�G �D �P �H �I

�W �D�W �I �D �U

�D �O �O

�W ��° �U �H �V�U �H

�U �H �T �X �L �H �G

�W �R

�P �S �€ �F �L�€ �Q �W

�S �U �H

�G �D �W �D

�D �Q �G

�P �S � �E �W �\

�D �Q �G

�F �L �I�� �L �G �H �Q �WD �U �H

�L �Q �I �R �U �P �D �W �L �R �Q

�K �D �W� �O �O

�W �L �P �H �V

�W �R

�H �Y� �Q �W

�S �R �W �H �Q �W �L �D �O�F ��• �Q �G

�W �R

�S �U �H

�G �D



5

and any other individuals or third parties who have authorized their information

to be kept by the Company.

（ 2） The Company standardizes operational procedures across all operational

scopes, sets different levels of restriction according to information classification,

and implements a categorized and graded data management approach.

（3）The Company has set internal data access permissions. Employees can only

perform various operations such as access, editing, and uploading within the

authorized permissions. The system records the operation traces in real time to

ensure the traceability of the operation flow.

（4）The Company has used security technologies such as Zero Trust Remote Work

to separate the employees' workspace from the private space, reducing the risk

of untrusted terminals remotely accessing the Company's internal systems.

 Cultivation of information security culture: The Company regards the

information security culture as an important cornerstone for sound development.

Through the establishment of information security communication, publicity and

education, reward and penalty systems covering all employees, the Company fosters

an all-round information security culture atmosphere.

（ 1 ） The primary responsibility of all employees: All employees are at the

supervision and participation level in information security and confidentiality

management. All employees should strictly abide by the Company's systems on

information security and confidentiality management, proactively fulfill their

responsibilities for information security and confidentiality management, and

actively report any cybersecurity vulnerabilities and disciplinary violations,

regulatory violations and illegal acts discovered in daily work.

（ 2 ） Employee information security training: The Company enhances all

employees' awareness of information security and confidentiality through

various methods, including online and offline training sessions, lectures, case
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studies, etc
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emergency responding process, to improve the emergency responding

capabilities of full-time and part-time employees in cybersecurity positions.

（3）Response during the incident: To ensure business continuity, the Company

has established a complete information security emergency management

mechanism. The information security emergency leading group has been set up

to carry out emergency management and response in accordance with the

principles of "prevention first, full participation, and hierarchical responsibility".

When any major information security incidents occur, the Company will

investigate and identify the cause of incidents immediately, and promptly start

and implement the emergency response plans to ensure normal business

operation.

（4）Improvement after the incident: The Company records the entire responding

process and summarizes the information security incidents. In response to

changes in business operations, the Company updates the Business Impact

Analysis (BIA) in a timely manner and adjusts the information security-related

Business Continuity Plans (BCP) based on the results of Business Impact

Analysis (BIA) to ensure that the relevant Business Continuity Plans (BCP)

comply with mainstream standards and business development needs.

 Business partner management: The Company requires its business partners

(including suppliers etc.) to actively comply with its information security and

privacy protection relevant systems and requirements. Before establishing

cooperation with key suppliers, the Company actively conducts due diligence related

to information security to ensure that there are no significant risks. The Company

incorporates information security and privacy protection requirements into the -LQNR

6RODU 6XSSO\ &KDLQ 3DUWQHU &RGH RI &RQGXFW, and requires all suppliers to sign and

abide by it. The Company also requires its business partners to sign a confidentiality

agreement to clearly define the confidentiality responsibilities and obligations of

both parties. Additionally, the Company regularly evaluates and monitors the

effectiveness of business partners' information security measures to mitigate

information security risks during the cooperation process.
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五、 Commitments and Actions for Privacy Protection

Protecting the security and confidentiality of the privacy information of stakeholders is of

crucial importance to Jinko Solar. Therefore, the Company will strictly comply with the

laws and regulations related to privacy protection when conducting business activities. It

is hoped that the following policies will help n
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focuses on whether encryption technologies are properly applied to prevent data

from being stolen or tampered with during the transmission process.

（2）Risk assessment: The Company conducts quantitative risk assessment based

on the likelihood of risk occurrence and the degree of impact. Risks with a high

likelihood of occurrence and significant impact are classified as high-
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The Company promises that customers have the right to determine how their

personal data is collected, used, retained, and processed.

（1）Before information collection: The Company ensures 100% authorization or

consent from stakeholders before collecting information by obtaining

authorization in cooperation agreements, signing privacy agreements, or

providing other written notices. Additionally, stakeholders who do not consent

to information collection are given the option to opt out.

（ 2）During information collection: The Company adheres to the principle of

minimality and necessity, refraining from receiving or collecting any irrelevant

information. The Company also fully respects stakeholders' control rights over

their information, ensuring stakeholders have the right to access the shared data,

transfer the shared data to other processors, and request corrections or deletions

of their information as appropriate.

（ 3 ） Collected information: The Company ensures compliant management of

collected information through encrypted storage, strict extraction controls, and

activity audits. Additionally, the Company commits not to use the information

of core stakeholders (including customers, employees, suppliers, etc.) for

secondary purposes and to delete unnecessary
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（ 2）Channels of information collection: Including but not limited to official

website and WeChat, online meetings, forums and seminars, questionnaires,

providing from third parties, etc.

（ 3 ） Use of the collected information: Including but not limited to the

establishment of stakeholder files, daily contact, etc.

（ 4 ） Retention period of information: The Company retains relevant data

(including personal data and other information) in accordance with business

needs and legal obligations, generally not exceeding the period necessary to

achieve the business purpose, that is, the shortest period required for business

needs. The Company's $UFKLYH 0DQDJHPHQW 6\VWHP clearly stipulates the

retention periods for various types of archival materials. Taking the minutes of

important business meetings as an example, the usual retention period is ten

years.

 Third-party disclosure policy: The Company undertakes that when sharing,

transferring, or providing relevant data to third parties, it will strictly comply with

relevant laws and regulations and privacy protection guidelines to ensure that data

transfer activities are legally compliant and respect the rights of data subjects. The

purpose and scope of data transfer shall not exceed the declared at the time of

collection. Transmissions of high-impact data must use secure transmission channels

or be encrypted before transmission. Data providers must obtain explicit

commitments from recipients. In the event of cross-border data transmission, local

laws and regulations must be complied with.

 Privacy security protection measures: The Company follows various privacy

security management requirements and implements standardized operating

procedures across its entire operational scope. Through various privacy data

protection measures, the Company ensures the effective operation of the privacy

security management system.

（1）Data transmission technology: Establish a Zero Trust global network and

EMM mobile security space to ensure full concealment of data flow during
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interactions between cloud and local servers, as well as in the transmission of

user privacy data.

（ 2 ） Entire data lifecycle management: Strengthen the entire lifecycle

management of data, including creation, collection, modification, usage,

transfer, storage, and destruction.

（ 3 ） Privacy security emergency drill: Incorporate privacy data leakage

emergency drill into the annual cybersecurity emergency drill plan to

continuously enhance the Company's emergency responsiveness and agility in

handling privacy data leakage incidents.

 Penalties for violations of privacy security regulations: The Company adopts a

"zero-tolerance" attitude towards disciplinary violations, regulatory violations, and

illegal acts related to privacy security. Employees who violate privacy security

regulations will be taken in accordance with the severity of the incident's impact.

For minor incidents, they will receive criticism and education. For moderate

incidents, penalties such as performance deduction and restitution of unjust benefits

may be imposed. For serious incidents, the labor contract may be terminated, and the

employees may be required to compensate for losses and be held legally accountable.

For those who violate the law, legal liability may be pursued through legal channels.

 Business partner management: The Company requires its business partners

(including suppliers etc.) to comply with its privacy security protection policies.

Additionally, the Company requires suppliers involved in privacy data processing to

sign a dedicated data governance compliance agreement to ensure high standards of

compliance with data processing activities.

六、 Information Security and Privacy Protection Reporting Procedures

The Company provides feedback channels (reporting email: jubao@jinkosolar.com) for

information security and privacy protection issues to internal and external stakeholders,

and encourages stakeholders to actively identify and report risks. To encourage internal

mailto:jubao@jinkosolar.com)


13

and external stakeholders to participate in information security and privacy protection

reporting, those who report issues with real names and whose reported issues are verified

to be true will be given appropriate rewards. The Company's Information Security and

Confiden�


